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Background

The Indiana Office of Technology and Indiana Interactive, has been tasked with implementing a
single sign-on authentication mechanism and Identity Provider for public online applications for
the State of Indiana, referred to as Access Indiana. This project delivers a best practice solution
for State Salesforce system administrators to configure an OpenlD Connect (OIDC)
authentication to work with Access Indiana.

Core Workgroup

The core workgroup consisted of members of the Indiana Office of Technology.

Name Role / Capacity

Alvin Wilson Deputy Chief Administrative Officer

Yancy Hollonquest Project Owner

Bob Braun, CRM Architect Salesforce Configurator @ Relevant Technologies
Casey Boyd, CRM Architect/Developer Salesforce Developer @ Relevant Technologies
Sloane Wright General Manager @ Access Indiana

How to Use This Document

This document is designed to be a roadmap for helping Application Development move toward
the vision expressed by project stakeholders. It provides a description of the functional
requirements for the changes being requested.

Target Audience

This document is intended to assist Certified Salesforce Administrators and Developers in
establishing OpenID Connect authentication with Access Indiana.

Useful links:

Access Indiana https://www.in.gov/inwp/2678.htm

OpenlID Connect Hybrid Flow | https://openid.net/specs/openid-connect-core-
1 0.html#HybridFlowAuth

Access Indiana well-known https://accessintegrate.in.gov/.well-known/openid-
endpoints configuration

Access Indiana Client Set-Up | https://app.smartsheet.com/b/form/472a5b71e31f455ebf14
Request (online form) b39d9858f77b

Salesforce well-known https://nall2.salesforce.com/.well-known/openid-
endpoints configuration

OpenID well-known https://<my-domain>.my.salesforce.com/.well-

endpoints known/openid-configuration
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Project Execution Steps

1.

ounkwnN

Install Access Indiana custom Auth. Provider in your Salesforce org

Initial configuration of Access Indiana custom Auth. Provider in your Salesforce org
Register an application with Access

Complete configuration of Access Indiana custom Auth. Provider in your Salesforce org
Set up Users

Test your app

Install Access Indiana custom Auth. Provider in your Salesforce org

An authentication provider allows users to log in to their Salesforce org using their login
credentials from an external service provider. Salesforce provides authentication
providers for apps that support the OpenlID Connect protocol, such as Google,
Facebook, Twitter, and LinkedIn. For apps that do not support OpenID Connect,
Salesforce provides an Apex Auth.AuthProviderPluginClass abstract class to create a
custom authentication provider.

In this case, external service provider is Access Indiana. It is important that while
Salesforce support the OpenlID Connect protocol, at the time of this writing it does not
support the Hybrid Flow
(https://success.salesforce.com/ideaView?id=0873A000000TtnAQAS). Access Indiana
Custom Auth. Provider leverages the Auth.AuthProviderPluginClass, thus we are able
use the OpenID Connect Hybrid Flow as required by Access Indiana.

Log into your Salesforce Organization, location to install the Access Indiana Custom Auth
Provider. Salesforce org should have a “My Domain” subdomain. For help setting up a
“My Domain” subdomain, please refer to this link:
https://help.salesforce.com/articleView?id=domain _name_overview.htm&type=5.

With My Domain, you create a subdomain within the salesforce.com domain. For
example, trailhead is a subdomain of the Salesforce domain: trailhead.salesforce.com.
With a subdomain, you replace the instance URL that Salesforce assigned you,

like https://na30.salesforce.com, with your chosen domain name, such as
https://somethingcool.my.salesforce.com.

Access Indiana Custom Auth. Provider is delivered as a Salesforce unmanaged package.
The package URL for this solution is:
https://test.salesforce.com/packaging/installPackage.apexp?p0=04t350000001Eob
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= After logging in to your Salesforce org, append
“/packaging/installPackage.apexp?p0=04t350000001E0b” (no quotes) to your “My
Domain” Salesforce URL. So, if your “My Domain” for your org is “ingovtech”, you
would install the unmanaged package using this URL:
https://ingovtech.my.salesforce.com//packaging/installPackage.apexp?p0=04t3500000
01Eob

= |f you have not logged in, you will be redirected to do so. Once authenticated, select the
“Install for All Users” button and then click the “Install” button. From here, you can also
view the solution components by clicking the “View Components” link:

. E Install Access Indiana Openld Connect V1.0

By

£ 1), What if existing component names conflict with ones in this package?
Do not install

Rename conflicting components in package.

222

Install for Admins Only o Install for All Users Install for Specific Profiles...
E Can"l
App Name Publisher Version Name Version Number
Access Indiana Openld Access Indiana Openld 11
Connect V1.0 Connect

Additional Detailsl View Components I

= This is a working solution. However, there are many ways an Agency may want to use
this solution. Therefore, because this is an unmanaged package, you have access to
customize this solution as you see fit.

Page 423


https://test.salesforce.com/packaging/installPackage.apexp?p0=04t350000001Eob
https://test.salesforce.com/packaging/installPackage.apexp?p0=04t350000001Eob
https://test.salesforce.com/packaging/installPackage.apexp?p0=04t350000001Eob

Access Indiana / Salesforce OpenID Connect
Powering a State that Works Solution Documentation

Indiana Office of Technology

Package Components

Action Component Mame Parent Object Component Type Instaliation Motes
<t
Create Access Indiana Setting E:‘;e"'m Matadala his is a brand new component

Action Component Name Parent Object Component Type Installation Notes

Create AccessindianafuthProviderTest Apex Class This is a brand new Component
Create AccessindianasuthProvider Apex Class This is a brand new component.
Create AccessindianaRegHandler Test Apex Class This is a brand new Component
Create ACCRISINGANAR egHaNgMr Apex Class ThiE IS @ DFANGA NEW COMDONent.

- Fietcsey |

Action Companent Narme Parent Object Component Type Installation Notes

Create Authorization Endpoint Access_indiana_Setting__mdt Field This is a brand new component
Create Access Indiana Email User Fiald This is a brand naw component
Create Redirect URI Access_Indiana_Setting__madt Fiedd This is a brand new component.
Create Token Endpoent ACCRSS_Ingiana_Seting__mdl  Cuslom Field Thit is 3 Drand New COMpBonant
Create ACCESS INd@ana Subject User Custom Field ThiS iS @ Drand new Component
Create CEent |g Access_ingana_Sefting__mdl  Custom Field This is a brand new component
Create Wser info Endpoint Acoess_Indiana_Setting__mdt  Custom Field This is @ brand new Component
Create Scope Access_lndiana_Setting__mdt Custom Field This is & brand new component.
Create Chent Secret Access_lndiana_Setting__mdt  Custom Field This is & brand new compoenent.

Action Comganent Mame Parent Ohyect Component Type Installation Notes
Create Access Indiana Sefting Layout Access_Indiana_Seiting__mdt Page Layout This is a brand new componeant

¥ Install Access Indiana Openld Connect V1.0

By
2% Installing and granting access to all Users...
App Name Publisher Version Mame Version Number
Access Indiana Openld Access Indiana Openld 11
Connect V1.0 Connect

View Components

3 Install Access Indiana Openld Connect V1.0

By

o Installation Complete!

App Name Publisher Version Name Version Number
Access Indiana Openld Access Indiana Openld 1.1
Connect V1.0 Connect
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= |f you ever want to uninstall this package, you would click the “Uninstall” link to do so.

SETUP
Installed Packages

Installed Packages

On AppExchange you can browse, test drive, download, and install pre-built apps and
right into your 1 com en Learn More about Installing

Packages.

Apps and components are installed in packages. Any custom apps, tabs. and custom objects
are initially marked as "In D« " and are not dep 1o your users. This allows you
1o test and customize before deploying You can deploy the components individually using :

the other features in setup or as a group by clicking Deploy. Visit AppExchange »

Depending on the links next to an installed package, you can take different actions from this page.

To remove a package, click Uninstall. To manage your package licenses, click Manage Licenses

Installed Packages

Action Package Name Publisher Version Number Namespace Prefix Install Date Limits Apps Tabs Ob
Ind Indi Offi 811512019
iana iana Office
Usinstal Qpenid of Technology ! 9:07 AM v o 9
Connect V10

At this point, installation is complete.

Initial configuration of Access Indiana custom Auth. Provider in your Salesforce org

= |n Setup, navigate to the Auth. Providers SETUP page by typing “auth” in the Setup
“Quick Find” search field.

sse Sewup Home = UDpject manager v

Q  auth ’

v Apps
v Connected Apps

Connected Apps OAuth
Usage

v Identity
Auth. Providers

OAuth Custom Scopes

Didn't find what you're looking for?
Try using Global Search. Mobile |

Use the Mobile Publisher to crea

Learn |
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= (Click to select Auth Providers.

Q auth SETUP
Auth. Providers
v Apps
w Connected Apps @
Heip for s Page
Connacted Apps OKih Auth. Providers
Usa;
2e ABICIDIEIFGO HINJEILMHNHNOSPAOIRIS T U VI W X|Y Z| Ome IAR
~ [dentity —
Action Mams ¥ URL Sufix Frewider Type Created Date
ahicogend $dcopersd [+ o & ol 5182019 158 PM
OAuth Custom Scopes Sa] nek e pen i e
Edit| Del uitter tantter TuterCaenCregentiasutn 72019 §:08 AM
DAt iR what you're looking for? AIBIEIDIEIFIGIHIIJIKILIMINIGIPIQIRISITIUIVIW X|Y|Z]| O N

Try using Global Search

= Click the “New” button and select the “AccessIndianaAuthProvider” from the Provider
Type picklist.

SETUP
Auth. Providers

Auth. Provider Help for
Auth. Provider Edit | Save | | Save & New | |Cancel |
Provider Type I —-Maone-- v
--Mone--
Facebook
Janrain
Salesforce

Open ID Connect

Microsoft Access Control Service
Linkedin

Twitter

Google

GitHub

AccessindianaAuthProvider
TwitterClientCredentialsAuth
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* You will then be presented with the following page:

Auth. Provider

Awth. Provider Edit Save | | Sawe & Mew | | Cancel
Provider Type | AccessindianafuthProvider ]
Mama Il B
URL Seiffix I

Muthorization Endpoint
Clant id

Climnt Sacret

Redirect URI

Suops

Token Endpsint

Uner info Endpoint

Cusinm Error URL

Cusbem Logowt URL i
Registration Hanaller G_‘l
Aptomaticply croghe § registrabon handiar iemplaby
Exscute At I Q-J
ken URL
Ghosgs oo of Syr Samale ipong

Save Sawe & Mew  Cancel

”

= Typein the “Name”, “URL Suffix”, select a “Registration Handler”, select an “Execute As
User that will be used as the running user for this authentication.
Redirect URI

| ‘
@ Apex Classes ~ Salesforce - Developer Edition - Google Chrome - o X

8 rt360openid-dev-ed.my.salesforce.com/_ui/common/data/LookupPage?ikfm=editPage&lknm=Re...
()
-_Lookup 4
Search E—

You can use "™ as a wildcard next to other characters {o improve your search resuits

Recently Viewed Apex Classes -
Name Namespace Prefix Api Version 1
AccessindianaAuthProvider 45

Indian: Pri rT¢ 45
AccessindianaRegHandier 46
AccessindianaRegHandierTest 46
AutocreatedRegHandler1561399296290 46
TwitterClientCredentialsAuth 46

Copynght © 2000-2010 salesiorce com, inc. All nghts reserved
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[ [ 1

& Search for a user ~ Salesforce - Developer Edition - Google Chio

#@ ri360openid-dev-ed.my.salesforce.com/_uifcommon/

€ Lookup
frobert | | ot

You can use ™" as a wildcard next to other characiers fo improve your se

= Clear Search Besults
Search Results

Full Name
Robert Braun
(T mrmarmbd & AN~ e o
SETUP
Auth. Providers
Auth. Provider
Auth. Provider Edit Save | Sawe & New | | Cancel
Prowider Type | AccessindianaAuthProvider .

Mame  [access IndianaLogin 1]
kL $uftx | access_Indiana_Login

Authorizatisn Endpsint
Client d

Chevl Srnret

Raclinect URI

Sceps

Token Endpoint

U Info Endgoint
Custom Hrror URL
Cusitom Logowut URL

Registration Hamdler R_I
Automybcaly craate 3 regabrabon handier lecaplale
Exscute As | Robert Braun @

leon URL

hooss one of gur samale iGong

Save | Sawe & New  Cancel
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Auth. Provider B isaip tor s Page €

Auth. Provider Detail Edit | | Delete| | Clone

Auth. Provider 1D QS04P000000TY2P
Provider Type  Cusiom
Name  Access Indiana Login
URL Suffix  Access_indiana_Login
Plugin  Accessindianas uthProvser
Authorization Endpoint
Chient Id
Chient Secret
Redirect UR|
Scope
Taken Endpoint
User Info Endpoint
Custom Error URL
Custem Logout URL
Registration Handler
Execute As Bobsr Brayn

lzen URL

Salesforce Configuration
Test-Only lmﬁlﬁnltli;: hitps-irt3G0openid-dev-ed my salesforce. comfservices/authlest/Access_Indiana_Login
Existing User L:nhu;a hitps iirt350opanid-dev-ad my salesforce com/services/authlink/Access_indiana_Login
URL
CAvth-Only Iviﬁﬂiultliﬁoz hitps irt360openid-dev-ed my salesforce. comservices/authioauth/Access_Indiana_Login
Callback URL  hitps.iri3&0cpenid-dev-ed. my.salesforce. com/services/authcallbackiAccess_Indiana_Login
Single Logout URL hitps iiri36Dopenid-dev-ed my salesforce. comservices/authirpioidefogout

Eat | [Dekte | Clone
* In a browser, enter the following URL to see the Access Indiana well-known endpoints:
https://accessintegrate.in.gov/.well-known/openid-configuration. Notice the URLs for

YN}

the “authorization_endpoint”, “token_endpoint”, and “userinfo_endpoint”.

Page 10|23


https://accessintegrate.in.gov/.well-known/openid-configuration

Access Indiana / Salesforce OpenID Connect
Solution Documentation

Indiana Dffice of Technology
Powering a State that Works

"issuer”: "https: ,.",-’accessintegrate . in‘gou",
"dwks_uri”: “https://accessintegrate.in.gov/.well-known/openid-configuration/jwks",
“authorization_endpoint”: “https://faccessintegrate.in.gov/connect/authorize”,
"token_endpoint™: "https://faccessintegrate.in.gov/connect/token”,
"uzerinfo_endpoint™: “https:/facceszintegrate. in.gov/connect/userinfo”,
“end_session_endpoint™: “https://accessintegrate.in.gov/connect/endsession”,
“check_session_iframe™: “https://accessintegrate.in.gov/connect/checksession”,
"revocation_endpoint™: "https://accessintegrate.in.gov/connect/revocation”,
“introspection_endpoint”: “https://faccessintegrate.in.gov/connect/introspect”®,
“device_authorization_endpoint™: “https:/faccessintegrate.in.gov/connect/deviceauthorization”™,
"frontchannel_logout_supported”: true,
“frontchannel_logout_session_supported”:
"packchannel_logout_supported”: true,
"packchannel logout_session_supported™: true,
“scopes_supported”: [

“openid”,

“profile”,

true,

“email™,
"offline_access"
1
“elalms supported”: [
“sub”,
“name",
“family name",
“given_name"”,
"middle_name",
“updated_at",
“email®,
“email_verified”,
“email_updated_at"

= Copy each of the URLs for the endpoints listed above and paste into the “Authorization
Endpoint, “Token Endpoint”, and “User Info Endpoint” fields, respectively. Your Auth.
Provider should now look like below:

SETUP
Auth. Providers

Auth. Provider

Auth. Provider Detall
Awsth, Prowider I
Provides Type
Name
URL Suffix
Plugin
Austhongatssn § ndpoint
Cheni Id
Tl Saedwt
Resirnet UR
bicpe
Token Endpoint
User Ints Endpoint
Custom Ervor URL
Curstom Logest URL

OS0LPHMI00TY 2P
Cuslom

Atcess bgana Logn
Access_lndiana_Logn
AggeypinganybythBrovder

hitps Taccessntegrate in goviconnectauthorze

hitps raccesmntegrate in goviconnecticken
hitps Taccessinbegrale in foviconnsctiusenniy

Registration Handier  AccessledangBiegHandier
Esecuie A Bober Brgun
lesn URL
Salestarce Configuration
Test-Daly Initisk URL  hitps Sirv-8i my akIetE 43 _Indiana_Loga
Single Sign-On URL  https -8 my salesizene eomsarncl IO ACEaNs_intna_Login

Exinting User Linking URL
OAut-Only Initisliration URL
Calack URL

Siege Logewt URL

hitps tiddopend-dev.ed my sakeione comisenices aulinkiaccess_indiana_Login
hitps ElS0cpend-dev-ed my SakILNTE COMSENICES AUD I ACcess_Indana_Lapn
hiips dev-ed my salesioece L Ak cess_lndana_Lopn
hiips M5 dopenid-dev-ed my salesdece soemisericeaiipioideiogout

Edit || Delete | Cions
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» Edit the Auth. Provider page again and enter “openid profile email” in the Scope field.
Copy the Callback URL from the Salesforce Configuration section and copy it to the
“Redirect URI” field. Your Auth. Provider should now look like this:

SETUP
Auth. Providers

Auth. Provider

Auth. Provider Detail

Edit | Delete  Clone

Auth Provider ©  0S04P000000TY2P
Provider Type  Custom
Name  Access Indiana Login
URL Suffix  Access_indiana_Login
Plugin  AccessindianaAythProvider
Auth Endy https J, In.gow
Client id
Chent Secret
Redirect URI  hitps./int dev-ed my s m/se: A _Indiana_Login
Scope  openid profile email
Token https Grate in gow.
User Info https grate in g
Custom Error URL
Custom Logout URL
Registration Handler  AccessindianaRegHangler
Execute As  Robed Braun
icon URL
Salesforce Configuration
Test-Only Initiakzation URL  hitps.int L d.my.s com/ thhesy, . Indiana_Login
Single Sign-On Inttialization URL https dev.ed my comiser _Indiana_Login
Existing User Linking URL  hitps dev-ed my. convse: ki, _Ingiana_Login
OAuth-Only Initialization URL  hitps i dev-ed my comise: ss_indiana_Login
Calibsck URL  https.) dev-ed my. cor Access_indiana_Login
Single Logout URL  hitps dev-ed my. mse /3UINIDA

Edit | Delete  Clone
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Register an application with Access

= To register your client application with Access Indiana, submit the online form located:
https://app.smartsheet.com/b/form/472a5b71e31f455ebf14b39d9858f77b

= Complete the Agency information in the top part of the form. The Salesforce URL
information can be found either in the Auth. Provider you just created, or in the
Salesforce well-known endpoints.

= Provide the requested URLs so Access Indiana can create an application (tile) in Access
Indiana that will collaborate with your Auth. Provider. Once this is set up, you will
receive notice from Access Indiana along with a unique client id and client secret.

= Bring up a browser and navigate to your Salesforce org’s well-known endpoints.

= Here is an example segment for the ingovtech openid Sandbox well-known endpoints:

https://ingovtech--openid.cs33.my.salesforce.com/.well-known/openid-configuration)
{

"end_session_endpoint™: “https://ingovtech--Openld.cs33.my.salesforce.com/services/auth/idp/oidc/logout™,
"frontchannel_logout_supported”: true,
"frontchannel_logout_session_supported”: false,
“issuer”: "https://ingovtech--Openld.cs33.my.salesforce.com”,
“authorization_endpoint”: “https://ingovtech--Openld.cs33.my.salesforce.com/services/ocauth2/authorize”,
"token_endpoint”: “"https://ingovtech--Openld.cs33.my.salesforce.com/services/cauth2/token"”,
“revocation_endpoint”: "https://ingovtech--Openld.cs33.my.salesforce.com/services/cauth2/revoke”,
“userinfo_endpoint”: “https://ingovtech--Openld.cs33.my.salesforce.com/services/oauth2/userinfo”,
"jwks_uri”: "https://ingovtech--Openld.cs33.my.salesforce.com/id/keys",
“registration_endpoint”: "https://ingovtech--Openld.cs33.my.salesforce.com/services/oauth2/register”,
"introspection_endpoint”: “https://ingovtech--Openld.cs33.my.salesforce.com/services/cauth2/introspect”,
“scopes_supported”: [

"uienaléanca®
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Development URLs

URL for Applicatation DEV Enwironment

poant from Salesiorce well-anown endocind

URL for Application QA Envvircament

“Issuet” endpomt from Salesfornce wellhnown endpomts - shoudd De & Sandox o Dev oG

URL for Applcatation UAT Environment

ssuer” endoont from Salesforce wellknown endpoints - should be a Sandbax o Dev org

URL for Applcati &

URL for PROD

“ssuer” endpont from Salesforce weldnown endponts - showid be a Production ceg

Agency Return URL
The URL that Access Indiana wil retumn the user 10 once authenticated

Callback URL

Re-direct URIs

Agency Initiated Sign-in
Front channel path cwee Whath Uiers are dEected 0NCe SIhoazed from Agency

Singhe Sign-On itk ation URL

Agency Initiated Application sign-out Re-direct
Front channel path over which users are directed after signout from Agency
Single Logout URL
Access indiana Application sign-out Re-direct
Back channel path over which users ace directed after sign-out from Access Indiana

Single Logout URL

Additicnal URIs: ( applicable)

= Notice the “issuer” URL above. This is the URL for either the DEV, QA, UAT, or
Integration environments. A Production org will not contain the Sandbox name in the
“issuer” URL.

= The remaining URLs can be found in the Auth. Provider configuration you are setting up.

=  For the “Agency Return URL” enter the “Callback URL”, e.g.: https://rt3600penid-dev-
ed.my.salesforce.com/services/authcallback/Access Indiana Login

= For the “Agency Initiated Sign-In” Re-Direct URL, enter the “Single Sign-On Initialization
URL”, e.g.: https://rt360openid-dev-
ed.my.salesforce.com/services/auth/sso/Access Indiana Login

=  For the “Agency Initiated Application sign-out Re-direct and “Access Indiana Application
sign-out Re-direct” Re-direct URLs, enter the “Single Logout URL”, e.g.:
https://rt3600penid-dev-ed.my.salesforce.com/services/auth/rp/oidc/logout

Submit the form and wait for your acknowledgement and client id and client secret.
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Final Configuration

= Once you receive your client id and client secret from Access Indiana, you will need to
update your Auth. Provider configuration in your Salesforce org.

= Loginto your Salesforce org and go to Setup.

L X N ] '
sss  Setup Home  Object Manager *

F

Q. Quick Find

I Setup Home

Lightning Experience Transition
Assistant

Lightning Usage

ADMINISTRATION

» Users £

» Data
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= Inthe Quick Find search field, type “auth” and click the Auth. Providers link.

ses  Setup Home  Object Manager

Q, auth

w  Apps
v Connected Apps

Connected Apps OAuth
Usage

v Identity

Auth. Providers

Mobile P
OAuth Custom Scopes

Use the Mobile Publ

. . own branded
Didn't find what you're looking for?

=  You should now be at the SETUP Auth. Providers home page.

it Setup Home  Object Manager v

Q auth

v Apps

v Connected Apps

Auth. Providers

Connected Apps QAuth

Usage
® O EIFOIm u PaR
v lgentity New
Auth. Providers Action  Name * URL Suffis Provider Type
Ect| Del Agcess Indyes Login Access_Indiana_Logn Acgesyindian AP Orovicee
QAuth Custom Scopes
Ect | Del gigcopensg siscopensd Open 1D Connect
Edt| Del fufier bwitier IyetierCaenaCredentipiaayth
Didn’'t ingd what you're looking for?
Try using Global Search AIB'C. D EIF - LM e B s
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= Edit your Auth. Provider to add the Client Id and Client Secret. Enter the Client Id and
Client Secret values you received from Access Indiana into the Client Id and Client Secret
fields, respectively. Save your configuration by clicking the Save button at the bottom of
the page.

Auth. Provider

Auth. Provider Edit Save | | Save & New | Cancel

Auth. Provider ID  0S04P000000TY2P
Provider Type Custom

Name  [Access Indiana Login 1)

URL suffix | Access Indiana_Login

Authorization Endpoint |l [httne://accessintegrate.in.gov

Clientld ¥ Enter Client Id Here

Client Seoret

TEnter Client Secrel Here
RedirectURI  https./irt3600penid-dev-ed.m
Scope :openid profile email _
Token Endpoint  [hiips://accessintegrate.in.goy

User Info Endpeint  |hitns: faccessintegrate.in.goy
Custom Error URL |

Custom Logout URL

Registration Handler  [5 ccessindianaRegHandler

£ 2

SISO |Ruben Braun
lcon URL |

Ch n r sample i
Created Date  8/1572019 9:29 AM

Save Save & New | Cancel

= At this point, your Access Indiana custom Auth. Provider is fully configured. Now, we
need to make sure Users can access this authentication. To do this, we add the Auth.
Provider you just created to the sign-in page as a button.
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=  Type “my” in the Setup Quick Find field and select the “My Domain” link.

e i
ses  Setup Heme  Object Manager

~ Objects and Fields

Object Manager

Auth.

w Company Settings

My Domain =

Auth. |

Didn't find what you're locking for?
Try using Global Search.

= This navigates you to the My Domain SETUP home page.

i Setup Home  Object Manager v

Q my SETUP
My Domain

v Objects and Flelos

Object Manager v
SPORCINe YOUT SOMDINY'S Brand 30 knep youT Cata Mare Becre By 20S0F 3 UMM Gomain name 93 i Saleriuce URL Decavse Naving 3 Cesiom Somain i more
24 agree on

v Company Settings Secure, some Saleatons foakures requice & T3 aey 15 el 6p My Doman—e Medest H1 i3 EASOENG § Aase BN your StakeRciiens ¢

2y Domain

DIt Nnd what you're looking for?
Try using Glooa! Search

Your 03N Name 18 FIEG0PENIEdev-ed My salesiccce com

My Domain Settings -

Logm Podcy Prevest iogn om Migs Moge salestorce com

Redweet oty Decide whethar 1) redieect anysne who kses DICAmarks 46d ks 1Nt Conlan pacs previcos atance-specife dooman
ReOrect 15 the same page within the domain

Yo Gomain same b 1180Cpenid Sev-ed

Authentication Configuration o

Loge Page Trpe  Standaed
Authardiston Servee  Login Form
4o

ogesd
Access Indians Loge
Teher

= Notice the “Authentication Configuration” section. Click the Edit button for this
section. You will see an Authentication Service for the “Access Indiana Login” Auth.
Provider you just created. Check the checkbox next to it to add that button to the login

page.
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= Click the Save button at the bottom of the page to save this configuration.

Authentication Configuration

Authentication Configuration Save | Cancel| |Resetto Default

Login Page Type | Standard v

Authentication Service
¥ Login Form

L twitter
W' Access Indiana Login
LogoFile | Choose File | No file chosen

Background Color m #F4F6F9 | ﬁ_l

Right Frame URL

Use the native browser for i
user authentication on iOS .

Use the native browser for (]

user authentication on
Android

| Save [Cancel Resetto Default
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Set up a User
= In the Setup Quick Find field, type “user”.

Home Chatter Agencies Conta

user

Expand All | Collapse All G

Administer

£} Manage Users
Users
Mass Email Users

Ml

= Click the Users link to go to the All Users page.
= Either create a new User or edit an existing User. In this example, | am editing the
Braun, Bob User by clicking the Edit link.

All Users

On this page you can create, view, and manage users.
In addition, download SalesforceA to view and edit user details, reset passwords, and perfi

View: | All Users v | Edit| Create New View

'New User | | Reset Password(s)

| Action Full Name Alias Username

| | Edit leogin Braun, Bob bbrau  bob-cfppoidc@revelanttech.com
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= Scroll down in the edit page to the “Additional Information” section. Enter the “Access
Indiana Email” into the Access Indiana Email field.

Single Sign On Information

Federation ID

Additional Information

Access Indiana Subject

Access Indiana Email  hoh braun@revelanttech.col

= Your User should receive an email from support@salesforce.com with a link to “Verify

your account”.

Welcome to Salesforce!

Click below to verify your account.

‘erify Account

To easily log in later, save this URL:

https://ingovtech--Openld.cs33.my.salesforce.com

bob-cfppoidc2 @ revelanttech.com

Again, welcome to Salesforce!

® Once the user ha clicked on the Verify Account link, the user is now ready to log in via
Access Indiana.
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To test your application, log in to Access Indiana. In a browser, enter this

URL: https://accessintegrate.in.gov

= Enter your Access Indiana Email address and click Continue (or click the “Don’t have an
Access Indiana account?” link to create an account.)

PINSSY  EIFEFER

—access —
£3INDIANA

Welcome to Access Indiana

Don't have an account?

PINgov

—access —
£3INDIANA

Welcome to Access Indiana

Don't have an account?

| 190 Up for Access indiana |

+) Sign In with Access Indiana

/ \
( Reset Your Access lndians Password )
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=  You are now in the Access Indiana — Portal.

JIN.9ev IRITHIT TN Access Indiana - Portal
@ YOUR ACCESS INDIANA DASHBOARD

A Current Notifications

You have no current notifications.

View All Notifications

28 Signinto Your Current Services

IOT

SalesForce Demo [Dev]

ndiana Office of Technology

= Find the tile for your Access Indiana application. In this example, it is the IOT Salesforce
Demo [Dev] tile. Click that tile to log into your Salesforce org.

¢
;‘. ) Search Search
Procurement Management
| Home Chatter Agenci Ci Operating Plans  Operating Plan Line Items  Project Profiles + ¥
Quick Find / Search
Expand All | Collapse All
Getting Started Dismiss X
a5 ’
L 7S Bulld App Salesforce Lightning
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